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ABSTRACT

In the financial services industry, credit card fraud is a big issue. Credit card fraud
costs billions of rupees every year. Due to confidentiality concerns, there are few
research studies on evaluating real-world credit card data. Machine learning
techniques are employed to detect credit card fraud in this article. Standard models
are employed first, and then After that, AdaBoost-based hybrid algorithms and
majority voting are utilised. The model's performance is evaluated using publicly
available credit card data. A real-world credit card data set from a financial
institution is then used to analyse the data. In addition, noise is introduced into the
data samples to test the algorithms robustness. The experimental findings show that
the majority voting method detects credit card fraud situations with a high degree

of accuracy.
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1.INTRODUCTION



CREDIT CARD FRAUD DETECTION USING ADABOOSTAND MAJORITY VOTING

1.INTRODUCTION

1.1 PROJECT SCOPE

The project titled as "Credit Card Fraud Detection Using Adaboost and Majority Voting” is
a dynamic application.Using this application, We are able to detect fraud with a specific user's
credit card. To use the application, the user must first launch it. After that, the user can check all
transactions made with the specific account, along with all associated details, as well as recent

fraud. The majority list of the fraud will be generated after the application has finished running.

1.2 PROJECT PURPOSE

The project's goal is to detect Credit Card Fraud by combining data from previous credit card
transactions with data from those that turned out to be fraudulent. The model is then used to

determine whether or not a new transaction is fraudulent.

1.3 PROJECT FEATURES

This project's features are built on the basis of sample fraudulent datasets. These are data
items such as the customer account's age and value, as well as the credit card's origin. There are

hundreds of features, each of which contributes to the likelihood of fraud to varied degrees.

CMRTC 1
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2.SYSTEM ANALYSIS
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CREDIT CARD FRAUD DETECTION USINGADABOOSTAND MAJORITYVOTING

2.SYSTEM ANALYSIS

SYSTEM ANALYSIS

System Analysis is the important phase in the system development process. The System is
studied to the minute details and analyzed. The system analyst plays an important role of an
interrogator and dwells deep into the working of the present system. In analysis, a detailed study
of these operations performed by the system and their relationships within and outside the system
is done. A key question considered here is, “what must be done to solve the problem?” The system
is viewed as a whole and the inputs to the system are identified. Once analysis is completed the

analyst has a firm understanding of what is to be done.
2.1 PROBLEM DEFINITION

Various fraudulent activity detection approaches have been implemented in credit card
transactions, and strategies to construct models based on artificial intelligence, data mining, fuzzy
logic, and machine learning have been retained in researcher thoughts. The identification of credit
card fraud is a challenging but common problem to handle. Machine learning was used to build
the credit card fraud detection in our suggested system. Machine learning techniques are
becoming more advanced. Machine learning has been highlighted as a useful tool for detecting
fraud. During online transaction operations, a great amount of data is sent, resulting in a binary
result. Machine learning is used to detect credit card fraud by employing classification and
regression algorithms. To classify fraudulent card transactions, we use supervised learning
algorithms such as the Random forest technique. The Random Forest algorithm is a more
advanced variant of the Decision Tree algorithm. Random forest outperforms the other machine
learning algorithms in terms of efficiency and accuracy. By selecting only a subsample of the
feature space at each split, random forest seeks to alleviate the previously mentioned correlation
issue. Essentially, it seeks to de-correlate and prune the trees by establishing a node split stopping

criteria, which I will go over in more depth later.

CMRTC
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2.2 EXISTING SYSTEM

A study of a case study involving credit card fraud detection in which data normalisation is
applied before Cluster Analysis and results obtained from the use of Cluster Analysis and Artificial
Neural Networks on fraud detection has shown that neuronal inputs can be minimised by
clustering attributes in the existing system. Using normalised data withdata that has been MLP
trained can also yield good results. Unsupervised learning was usedin this study. The purpose of
this article was to develop new approaches for detecting fraudand to improve the accuracy of the
results. The data set for this article is based on real-worldtransactional data from a large European
corporation, with personal information maintained private.using data parameter value. An
algorithm's accuracy is estimated to be around 50%.The purpose of this paper was to develop an

algorithm and lower the cost measure. The outcome was a 23 percent increase.

2.2.1 LIMITATIONS OF EXISTING SYSTEM

e Low Accuracy
e A cost sensitive method

e Low Efficiency

CMRTC
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2.3 PROPOSED SYSTEM

In proposed System, We use the random forest technique and Adaboost technique to classify the
credit card dataset in the suggested system. Random Forest is a classification and regression
algorithm. Random forest training is incredibly quick, even for big data sets with numerous
characteristics and data instances because each tree is trained independently of the others.The
binary classification's goal class is 'class,' which has a value of 1 for a positive case (fraud) and 0
for a negative instance (not fraud).To create hybrid models, the AdaBoost and majority voting
methods are used. The evaluation of a range of machine learning models with a real-world credit

card data set for fraud detection is the project's main contribution.

2.3.1 ADVANTAGES OF THE PROPOSED SYSTEM

* Easy to Understand and Implement.
* Require Low Computational Power.

* Provide Optimal Result.

2.4 FEASIBILITY STUDY

Preliminary investigation examine project feasibility, the likelihood the system willbe useful
to the organization. The main objective of the feasibility study is to test the Technical, Social and
Economical feasibility for adding new modules and debugging old running system. All system is
feasible if they are unlimited resources and infinite time.Threekey considerations involved in the

feasibility analysis are

e Economical Feasibility
e Technical Feasibility

e Social Feasibility

CMRTC 5



CREDIT CARD FRAUD DETECTION USING ADABOOSTAND MAJORITY VOTING

2.4.1 ECONOMICAL FEASIBILITY

This research is being carried out to determine the system's economic impact on the
organisation. The amount of money the corporation has to invest in the system's research and
development is limited. It is necessary to justify the spending. As a result, the produced system
came in under budget, which was made possible by the fact that the majority of the technologies

used were freely available. The customized products were only ones needed to be acquired.

2.4.2 TECHNICAL FEASIBILITY

This research is being carried out to determine the system's technological feasibility, or
technical requirements. Any system that is created should not place a large burden on the
available technical resources. As a result, there will be a lot of demand on the available technical
resources. As a result, the client will be subjected to severe demands. Because very minor or no
changes are necessary to implement this system, the designed system must have a low

requirement.

2.4.3 SOCIAL FEASIBILITY

The purpose of the study is to determine the user's level of acceptance of the system. This
covers the process of teaching the user how to effectively use the technology. The user should
not be afraid of the system, but rather accept it as a need. The methods used to educate and
familiarise the user with the system are totally responsible for the level of acceptance by the users.
His self-esteem must be boosted so that he can offer constructive criticism, which is encouraged

because he is the system's final user.
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2.5 HARDWARE & SOFTWARE REQUIREMENTS

2.5.1 HARDWARE REQUIREMENTS:

Hardware interfaces specifies the logical characteristics of each interface between the
software product and the hardware components of the system. The following are some

hardware requirements.

Processor : intel core i3.
RAM : minimum 4GB.
Hard Disk : minimum 250GB.

2.5.2 SOFTWARE REQUIREMENTS:

Software Requirements specifies the logical characteristics of each interface and

software components of the system.The following are some software requirements.

Operating System : Windows 7 & above.

Coding Language : Python 3.7.

Tool : Anaconda 3.7.

CMRTC 7



CREDIT CARD FRAUD DETECTION USING ADABOOSTAND MAJORITY VOTING

3. ARCHITECTURE
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3. ARCHITECTURE

3.1 PROJECT ARCHITECTURE

Genarate Train & Test
Model
_\-H‘l a &
- — Run Random Forast
C;t ] Credit | > Algorithm

§ 'y card L )
T dataset

-\___'_'_FIJ - =,

Run Adaboost Algorithm

Deteck Fraud From Test
Data

Clean B Fraud Transaction
Detection Graph

Fig.3.1 Project Architecture of Credit Card Fraud Detection.
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3.2 MODULES DESCRIPTION

Modules

* Upload Credit Card Dataset

* Generate Train & Test Model

* Run Random Forest Algorithm
* Detect Fraud From Test Data

* Clean & Fraud Transaction Detection Graph

Upload Credit Card Dataset

In this module user upload Credit Card Dataset.

Generate Train & Test Model

In this module user train & test model through dataset.

Run Random Forest Algorithm

In this module random forest algorithm classify dataset.

Detect Fraud From Test Data

In this module fraud is detected from dataset.

Clean & Fraud Transaction Detection Graph

In this module clean & Fraud Transaction detection graph is shown.

CMRTC 10
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3.3 USE CASE DIAGRAM

In the use case diagram, is a type of behavioral diagram defined by and created from a
Use-case analysislts purpose is to present a graphical overview of the functionality provided by
a system in terms of actors, their goals (represented as use cases), and any dependencies between
those use cases. The main purpose of a use case diagram is to show what system functions are

performed for which actor. Roles of the actors in the system can be depicted.

_.-" ; ._.,.-" Senerate Tradn and Test Wadzl .}..-____ i,

L
"‘. n e e e .-I.-'". ¥
T el : "‘H_{e’ '
X ! Dataiss Fraud Fram Tast Mak ) ¥ 4
".ll \\"'\-\._\__ ___.-""-. __.".
, m—— — i
b — — ;
-._ i s
L] = S, o8
4" Clean ans I T2nzaction coiscion T
i grazh S
i i
— s

Fig.3.3 Use Case Diagram
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3.4 CLASS DIAGRAM

Class Diagram is a collection of classes and objects.

User Upload Credit Card Dataset Preprocess Datasel |
+ Credit Card Dataset ——yl+ Credit Card Datasst + Credit Card Dataset |
+ Upload Credit Card Dataset() + Bead datasst]) B
d i - b Preprocess & Split datal) |
1.7 ;\}
¥
Run Random Forest Algorithm Application Generale Train & Tesl Model
P IELDIE ~, = recnrds ot rerords
+ Generate Randum Forest model() + Performing Actions() + GGenerate models()
0
W
Detect Fraud From Test Dala Q
+ test data Run Vating Classifler Clean & Fraud Transaction Detection Graph
) N b records + test data
b Predict normal or fraud transaction() i
+ Generate Voting Classifler) F clean & fraud signature()

Fig.3.4 Class Diagram
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3.5 SEQUENCE DIAGRAM

The sequence diagram shows the sequence in which different tasks are being carried out

by the actors.

(L] SEP RN

L. Jdpkaad Crode Zard Cokoschl)

1

! M
i

1

1

! T
! Z. Fraprocoss Cakzsch) 1

L B 1
1

1

1

1 T
1 I Gererahs Tran 2 Tesr Siadnll 1

L -
1

1

1

1 -
1 1

1 4. Fan Fendam Foesl Slgamhmi) 1

I -l
1

1

1

| H
: E Fnowr g Slhest e 1

i ]
1

1

! T
! 1

! B Deleg] Froud Froom lesl Leeall 1

L - L
1

1

1

1

1

e and Fad Tarsachas Benschnn Gapki

'}{_-
R

Fig.3.5 Sequence Diagram
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3.6 ACTIVITY DIAGRAM

It describes the flow of activity states

User

O pen Application

-

Upload Credit Card Dataset

b

FPreprocess Dataset

1

Generate Train & Test Model

!

Run Random Forest Algorithrnm

Run Yoting Classifier

-

Detect Fraud From Test Data

-

Clean & Fraud Transaction Detection
Sraph

-

Fig 3.6 Activity Diagram
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3.7 DATA-FLOW DIAGRAM

Data-Flow Diagram represents a flow pf data through a process

o Upload CreditCand Dataset
—— | )
(2 |

Preprocess Datasel
i
=
Generare Train & Test Model
G (7 .
User Run Random Forest Algorithm —————  Application =
t
& I
Run Voting Classifier
| !
(5]
Detect Fraud From Test Data
A !
Clean & Fram) Teamaction Detection Croaph

Fig 3.7 Dataflow Diagram
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4. IMPLEMENTATION
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4. IMPLEMENTATION
4.1 SAMPLE CODE

from tkinter import messagebox

from tkinter import *

from tkinter import simpledialog

import tkinter

from tkinter import filedialog

import matplotlib.pyplot as plt

import numpy as np

from tkinter.filedialog import askopenfilename

import numpy as np

import pandas as pd

from sklearn import *

from sklearn.model_selection import train_test_split

from sklearn.metrics import accuracy_score

from sklearn.metrics import classification_report

from sklearn.ensemble import RandomForestClassifier
from sklearn.ensemble import AdaBoostClassifier

#from sklearn.tree import export_graphviz

#from IPython import display

main = tkinter.Tk()
main.title("Credit Card Fraud Detection") #designing main screen
main.geometry("1300x1200")

global filename

global cls

global X, Y, X_train, X_test, y_train, y_test

global random_acc # all global variables names define in above lines

global clean

global attack

global total def traintest(train):  #method to generate test and train data from dataset

X = train.values[:, 0:29]
Y =train.values|:, 30]
print(X)
print(Y)
X _train, X_test, y_train, y_test = train_test_split(
X, Y, test_size = 0.3, random_state = 0)
return X, Y, X_train, X_test, y_train, y_test

CMRTC 17
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def generateModel(): #method to read dataset values which contains all five features data
global X, Y, X_train, X_test, y_train, y_test

train = pd.read_csv(filename)

X, Y, X_train, X_test, y_train, y_test = traintest(train)
text.insert(END,"Train & Test Model Generated\n\n")
text.insert(END,"Total Dataset Size : "+str(len(train))+"\n")
text.insert(END,"Split Training Size : "+str(len(X_train))+"\n")
text.insert(END,"Split Test Size : "+str(len(X_test))+"\n")

def upload(): #function to upload tweeter profile
global filename
filename = filedialog.askopenfilename(initialdir="dataset")
text.delete('1.0', END)
text.insert(END, filename+" loaded\n");

def prediction(X_test, cls): #prediction done here
y_pred = cls.predict(X_test)
for 1 in range(50):
print("X=%s, Predicted=%s" % (X_test[i], y_pred[i]))
return y_pred

# Function to calculate accuracy

def cal_accuracy(y_test, y_pred, details):
accuracy = accuracy_score(y_test,y_pred)*100
text.insert(END,details+"\n\n")
text.insert(END,"Accuracy : "+str(accuracy)+"\n\n")
return accuracy

def runRandomForest():

headers =
["Time","V1","V2","V3","V4","V5","V6","V7","V8","V9","V10","V11","V12","V13","V14","
V15","V16","V17","V18","V19","V20","V21","V22","V23","V24" "V25","V26","V27","V28"
,"Amount"”,"Class"]

global random_acc

global cls

global X, Y, X_train, X_test, y_train, y_test

cls =
RandomForestClassifier(n_estimators=50,max_depth=2,random_state=0,class_weight="balance
d)

CMRTC 18
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cls.fit(X_train, y_train)

text.insert(END,"Prediction Results\n\n")

prediction_data = prediction(X_test, cls)

random_acc = cal_accuracy(y_test, prediction_data,'Random Forest Accuracy')

#str_tree = export_graphviz(cls, out_file=None, feature_names=headers,filled=True,
special_characters=True, rotate=True, precision=0.6)

#display.display(str_tree)
def runada():

headers =
["Time","V1","V2","V3","V4" "V5","V6","V7","V8","V9","V10","V11","V12","V13","V14" "
V15","V16","V17","V18","V19","V20","V21","V22","V23","V24","V25","V26","V27","V28"
,"Amount","Class"]

global random_acc

global cls

global X, Y, X_train, X_test, y_train, y_test

cls = AdaBoostClassifier(n_estimators=100, random_state=0)

cls.fit(X_train, y_train)

text.insert(END,"Prediction Results\n\n")

prediction_data = prediction(X_test, cls)

random_acc = cal_accuracy(y_test, prediction_data,'Ada Boost')

def predicts():
global clean
global attack
global total
clean = 0;
attack = 0;
text.delete('1.0', END)
filename = filedialog.askopenfilename(initialdir="dataset")
test = pd.read_csv(filename)
test = test.values|:, 0:29]
total = len(test)
text.insert(END, filename+" test file loaded\n");
y_pred = cls.predict(test)
for i in range(len(test)):
if str(y_pred[i]) =="1.0"
attack = attack + 1
text.insert(END,"X=%s, Predicted = %s" % (test[i], 'Contains Fraud Transaction
Signature')+"\n\n")
else:
clean = clean + 1
text.insert(END,"X=%s, Predicted = %s" % (test[i], "Transaction Contains Cleaned
Signatures')+"\n\n")

CMRTC 19
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def graph():
height = [total,clean,attack]
bars = (‘Total Transactions','Normal Transaction','Fraud Transaction')
y_pos = np.arange(len(bars))
plt.bar(y_pos, height)
plt.xticks(y_pos, bars)
plt.show()

font = (‘times’, 16, 'bold")

title = Label(main, text='Credit Card Fraud Detection Using Random Forest Tree Based
Classifier")

title.config(bg='greenyellow', fg='dodger blue')

title.config(font=font)

title.config(height=3, width=120)

title.place(x=0,y=5)

font] = ('times’, 12, 'bold")
text=Text(main,height=20,width=150)
scroll=Scrollbar(text)
text.configure(yscrollcommand=scroll.set)
text.place(x=50,y=120)
text.config(font=font1)

font1 = ('times', 14, 'bold")

uploadButton = Button(main, text="Upload Credit Card Dataset", command=upload)
uploadButton.place(x=50,y=550)

uploadButton.config(font=font1)

modelButton = Button(main, text="Generate Train & Test Model", command=generateModel)
modelButton.place(x=350,y=550)
modelButton.config(font=font1)

runrandomButton = Button(main, text="Run Random Forest Algorithm",
command=runRandomForest)

runrandomButton.place(x=650,y=550)
runrandomButton.config(font=font1)

runadaButton = Button(main, text="Run Ada Boost Algorithm", command=runada)
runadaButton.place(x=950,y=550)
runadaButton.config(font=font1)

predictButton = Button(main, text="Detect Fraud From Test Data", command=predicts)

predictButton.place(x=50,y=600)
predictButton.config(font=font1)
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graphButton = Button(main, text="Clean & Fraud Transaction Detection Graph",
command=graph)

graphButton.place(x=350,y=600)

graphButton.config(font=font1)

exitButton = Button(main, text="Exit", command=exit)
exitButton.place(x=770,y=600)
exitButton.config(font=font1)

main.config(bg='LightSkyBlue')
main.mainloop()

CMRTC 21



CREDIT CARD FRAUD DETECTION USING ADABOOSTAND MAJORITY VOTING

S.RESULTS
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S. RESULTS

5.1 HOME PAGE

Home page looks like this.
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Screenshot 5.1 Home Page
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5.2 Upload Dataset

Click on the “upload Credit Card Dataset” button to upload the data.
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e p———
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Screenshot 5.2 Upload Dataset
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5.3 Train and Test Model

To Train and Test the dataset click on the “Generate train and test model”. We can examine
the total number of records in the dataset and then use how many records for training and testing

in the application.

 Lmiinds alirmie X

Ugosd Crefr Cond Dataset Joun bt Fovst AT | Rus Al Bosst Aeetthn
Desect Frwni From Test Dara | Clesas & Framd Trumsortion Detectios Graph m

8 L 0e30@P Wil ACAAZH N

Screenshot 5.3 Train And Test Model
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5.4 Run RFA

Click on “Run Random Forest Algorithm” button to apply RFA Classifier.
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Screenshot 5.4 Run RFA
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5.5 Run Adaboost

Click on “Run Adaboost Algorithm” button to apply Adaboost Classifier.
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Screenshot 5.5 Run AdaBoost
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5.6 Detection of Fraud

Click on ‘Detect Fraud From Test Data’ button to upload test data and to predict whether test

data contains normal or fraud transaction.

The below figure decribes the clean Signatures.
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Screenshot 5.6 Detection of Clean Signatures
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The below figure decribes the Fraud Signatures.
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Screenshot 5.7 Detection of Fraud Signatures
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5.8 Detection Graph

Click on ‘Clean & Fraud Transaction Detection Graph’ button to see the total test transaction
of clean and fraud signatures in graphical format.The below X-Y graph represents the count of

clean and fraud transactions.
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Screenshot 5.8 Detection graph
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6. TESTING
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6.TESTING

6.1 INTRODUCTION TO TESTING

The purpose of testing is to discover errors. Testing is the process of trying to discover every
conceivable fault or weakness in a work product. It provides a way to check the functionality of
components, sub assemblies, assemblies and/or a finished product It is the process of exercising
software with the intent of ensuring that the Software system meets its requirements and user
expectations and does not fail in an unacceptable manner. There are various types of test. Each

test type addresses a specific testing requirement.

6.2 TYPES OF TESTING

6.2.1 SYSTEM TESTING

Testing has become an integral part of any system or project especially in the field of
information technology. The importance of testing is a method of justifying, if one is ready to
move further, be it to be check if one is capable to with stand the rigors of a particular situation
cannot be underplayed and that is why testing before development is so critical. When the
software is developed before it is given to user to user the software must be tested whether it
is solving the purpose for which it is developed. This testing involves various types through
which one can ensure the software is reliable. The program was tested logically and pattern of
execution of the program for a set of data are repeated. Thus the code was exhaustively checked

for all possible correct data and the outcomes were also checked.
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6.2.2 UNIT TESTING

Unit testing entails creating test cases to ensure that the program's internal logic is
working properly and that programme inputs result in valid outputs.Validation should be
performed on all decision branches and internal code flow. It is the testing of the
application's individual software units. Before integration, it is done after each individual
unit is completed. Unit tests guarantee that each individual path of a business process

follows the published specifications and has clearly defined inputs and outputs.

6.2.3 INTEGRATION TESTING

Integration tests are designed to test integrated software components to determine if they
actually run as one program. Testing is event driven and is more concerned with the basic
outcome of screens or fields. Integration tests demonstrate that although the components
were individually satisfaction, as shown by successfully unit testing, the combination of
components is correct and consistent. Integration testing is specifically aimed at exposing

the problems that arise from the combination of components.

6.2.4 ACCEPTANCE TESTING

When that user find no major problems with its accuracy, the system passes through a
final acceptance test. This test confirms that the system needs the original goals, objectives
and requirements established during analysis without actual execution which eliminates
wastage of time and money acceptance tests on the shoulders of users and management, it

is finally acceptable and ready for the operation.
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Test Sample Expected Actual
Case Test Case Name | Description | Input Output Output Remarks
Id
01 Upload Dataset Credit Card | Adding Dataset Result shows Pass
dataset is dataset to the | loaded is credit
added application card.csv
by user loaded
02 Train and test Click on Uploaded Train & test | Train & test Pass
model train & test dataset model model
model to generated generated
know the
whole
training
size& test
size
03 Applying RFA & | These Combined High High Pass
Adaboost classifiers are | classifier accuracy accuracy
Classifier used to used on
detect the dataset
fraud collected
from credit
card users
04 Detection of Detects the Detects the Transaction | Result shows Pass
fraud fraud fraud & clean & that
clean data fraud transaction
from contain clean
collected test & fraud
data signatures
05 System Testing in | OS Execute the | Performance | Performance Pass
various versions compatibility | program in is better in is better in
of OS windows XP\ | windows 7 windows 7
Windows 7
or above
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7.CONCLUSION
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7.CONCLUSION & FUTURE ENHANCEMENT

7.1 PROJECT CONCLUSION

With more training data, the Random forest algorithm will perform better, but the
application's pace will slow down during testing. More pre-processing procedures would also be
beneficial. Individual (standard) models and hybrid models using AdaBoost and majority voting

combination methods were evaluated using a publicly available credit card data set.

7.2 FUTURE ENHANCEMENT

In Future , privacy preserving techniques can be applied in distributed environment which

will resolve the security related issues preventing private data access.
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